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* Pracuju tady, ale obsah pfednasky je slavnym ,krokem stranou*



Osnova prednasky

« Kyberfyzické utoky
- Historicky prehled
- Soucashost
 Utok na némecké ,HDO*

e Co kdyz vyrobce zarizeni ,,zlobi“ ?



O mne...

* Pracuji ve spole¢nosti SYSGO s.r.o. [9]

-  R&D centrum v Praze
- PikeOS - separacni / virtualizacni realtime mikrokernel / operacni systém [9]
- Xx86 expert, na starosti x86 architekturu

e Opensource

- Linuxové Kernel Drivery pro HWMON a 12C
- Opensource BIOS - coreboot
 Hacking
- Pro radost z poznani, hodné low level / firmware

- AMD procesory
« SMU AMD hack [0]

« Nahlaseny rlzné security problémy + jeden v Linuxu
- Intel procesory
« CVE-2018-3646 [19]

« Zkoumam mikrokéd / UROM Pentia I, lll, M a rodiny procesorl core2 duo



Kyberfyzické utoky
Historicky prehled

« 2006++ Stuxnet
- Iransky jaderny program, Windows + Siemens PLC
« 2014
- Némecka slevarna [13]
« Phishing attack & sofistikovany utoc¢nik dle BSI

- Industroyer [11]
« Kyberudtok na ukrajinskou energetickou infrastrukturu

e 2015 Konference Black Hat

- Internet Facing PLCs A New Back Orifice [1]

- Rocking the Pocket Book: Hacking Chemical Plants for
Competition and Extortion [2]

- Switches Get Stitches: Episode 3 [3]



Kyberfyzické utoky
Historicky prehled

» Konference: Chaos Communication Congress
- The Great Train Cyber Robbery [4]

- Unpatchable - Living with a vulnerable implanted
device [5]

- (In)Security of Embedded Devices' Firmware -
Fast and Furious at Large Scale [6]

 Remote Exploitation of an Unaltered Passenger
Vehicle [7]



Industroyer [11]

* Spearphishing
- VPN pristup do vnitrni sité ukraden

 Malware st
- Pfipojuje se k C&C serveru £
- Sofistikovany
- Velmi konfigurovatelny © e @ oo
- Paleta ,payloadu” DoS



Internet Facing PLCs A New
Back Orifice [1]
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Kyberfyzické utoky na chemicky
provoz [2]

ontrol equment vulnerabllltles

Marina Krotofil sy % 'é"'*w?l %

Siemens SIMATIC HMI

Devices Vulnerabilities
Black Hat, Las Vegas, USA NE‘W HETQLS el Schneider

Electric Telvent SAGE RTU

06.08.2015 RS PEZ ones imprope input

Validation Vulnerability

B Emerson AMS Device
¥ Manager SQL Injection
Schneider Electric Vijeo Vulnerability

Historian Web Server
Multiple Vulnerabilities

ABB

Siemens
Y SCALANCE X-200
Authentication Bypass
Vulnerability

& . Yokogawa HART Device
») ° s DTM Vulnerability

Advantech EKI-6340
Command Injection




Rocking the Pocket Book:
Hacking Chemical Plants for
Competition and Extortion [2]

* Velmi podrobna prednaska
* Motivace - penize

* Pristup - pres internet pomoci znamych chyb...
* Objevy - Spionaz, zvédavost

* Prevzeti rizeni

- Sabotaz, ekonomické skody

- Jak ovlivnit chemicky proces a “nebyt viden”



The Great Train Cyber Robbery
[4]

THE GREAT TRAIN : :
CYBER ROBBERY A s CBI: No authentication
mEusE] 3 N R Glab Gritsad

R R A AN RS
] vy wenpry arwmsropdl .,

CBI: Old Software

NEW EQUIPMENT & SYSTEM APPROVAL CERTIFICATE




The Great Train Cyber Robbery
[4]

Podobné problémy:

- Vse propojeno (I na Internet)
- Moznost kyber-fyzickych Utokd
- Privatni klice ve firmwaru (i pro vzdaleny pristup)
- GSM-R
« Zda se ze utoky z GSM nepoucily GSM-R
- Utoky na modem - Utok na zafizeni
e Odkazy na starsi prednasky
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Zranitelni lidé [5]

* Unpatchable - Living with a vulnerable implanted device

- Zivot se srde¢nim implantdtem co ma
bezpecnostni diry

- Clovék nedobrovolnou soucdsti loT

[SUmLy & .
Unpatchable

@) Implantable medical device (3) GSM/Telephone/Internet Living with a vulnerable implanted device

- ICD/Pacemaker/other devices @ Telemetry store
- MICS (Medical Implant - Programmers
Communication Service)

Marie Moe, PhD, Research Scientist at SINTEF
Eireann Leverett, Founder and CEO of Concinnity Risks

- Doctor’s workstation ,

=~ Blugtoots - Telemetry server at vendor

@ Access point (5 Medical staff
~  POTS/GSM/SMS/email

- Social engineerin
g g SINTEF Concinnity Risks
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Remote Exploitation of an
Unaltered Passenger Vehicle [7]

Step 2: Get code running on

Step 1: Find IP address of a vehicle
OMAP chip

Remote Exploitation of an
Unaltered Passenger Vehicle

Dr. Charlie Miller (cmiller@openrce.org)
Chris Valasek (cvalasek@gmail.com)

Step 3 Reflah the es0, Step 4: Send arbitrary CAN
Messages

Reboot
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Remote Exploitation of an
Unaltered Passenger Vehicle [7]

e 3 lety vyzkum

« vzdaleny utok na jedouci auto (v USA)
* funguje bez modifikace auta

e Utok na rizeni a brzdy

» nedostate¢nd separace systémdu
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Mezihra:
Pouceni z ,historie"“?

« Stale stejné problémy
- VSe propojené a kritické
- Hrani¢ni zarizeni umoznujici prinik
- Pohyb ve vnitrnich sitich

- Utoky i v rdmci jednoho zafizeni - nedostate¢na
separace

- Bezpecnostni diry, zarizeni bez updates
« ZlepsSilo se néco?

— Cyber Resilience Act, CRA

- Co vyrobci a backdoory?
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Mezihra:
Budoucnost energetiky ?

2022: Simulation of the impact of parameter
manipulations due to cyber-attacks and severe
electrical faults on Offshore Wind Farms [18]

2025: Simulation of multi-stage attack and
defense mechanisms in smart grids [17]

Jak je na tom z bezpecnosti ceské HDO?

Maji uz malé FVE:

- dost velky vykon

- Zranitelnost co umoznuje odpojeni / fizeni pres
Internet?
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Kyberfyzické utoky
Soucasnost

2022

— Industroyer2: Industroyer reloaded [8]

- Satellite cyber attack paralyzes 11GW of German wind turbines
[12]

2023 - Konference: Chaos Communication Congress

- ,Hujer vi o lokomotivé“ co se umi rozbit kdyz vyrobce ,,chce”
[10]

2024 - Konference: Chaos Communication Congress

- BlinkenCity: Radio-Controlling Street Lamps and Power Plants
[14]

- Lokomotiva co se umi rozbit kdyz vyrobce ,,chce” reloaded [15]
2025

~ Trolejbusy v Norsku jdou nejspis vzdalene ,vypnout” [16]
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BlinkenCity: Radio-Controlling
Street Lamps and Power Plants

' Let the research begin: once upon a time, 7
7' we found an open street lamp in Berlin...

Positive A
Security

Having a peek inside

BlinkenCity

Radio-controlling street lamps and power plants

We found a radio-controlled switch for the street light!
Fabian Braunlein & Luca Melette | 28.12.2024

Funkrundsteuerung is a nation-wide system
' able to control devices with longwave radio

Who delivers the control signal? EFR broadcasting stations, covering parts of Europe

Through internet research we found that
Funkrundsteuerempfanger are managed
by energy supply companies through a
single company named EFR, controlling

devices in multiple EU countries. London

E:m @ Poznan
@ Warschau
How are they controlled? f
Control messages (telegrams) are sent aric @ Frankfurt
via high power (100kW) and low
frequency transmitters, covering a good
part of central Europe. DCF49
Two rather obscure low bitrate protocols 129.1 KHz
are used:
« Versacom (DIN 43861-301/401)
+ Semagyr-TOP (DIN 43861-302/402) 9 pailand

Mainflingen

Tttps://www.p 4 P m_Empfangskarte

DE, HU, SK

Devices are in: AT, CZ,




BlinkenCity: Radio-Controlling
Street Lamps and Power Plants

An attacker controlling power sources and /_”

loads could cause power grid instabilities

Device adoption Meaningful Blackout
growth power at stake risks

e.0m |- EFR lists several GigaWatts of both Major blackouts happened in
fMai"m controlled power loads and power the US, and there are reports of
sources. growing instabilities in the EU

Example figures from 2009: grid
e-on |y

WEMAG
Netz GmbH

Following the current worldwide political tensions and cyber
attack strategies, how likely can this ecosystem be abused
to cause a power outage?

Publicly available PDFs disclose the relation
between address bits and power plants

Searching the internet we found documents that describe the device addressing and use cases

Classification of power plants by type and size Mapping of address bits to relay#, device type & location

Adressierungsebene A
‘Nomenklatur Unterscheldung der Energiearten:
E ichnung der Parametrierung: ) A1 Windenergie Deponiegas, Grubengas, Kidrgas, Biomasse
Energicart  (im Beispicl: A3 Wasserkraft Solare Strahlungsenergie (PV)
Adressierungsebene B
Unterscheidung der Relais und Leistungsklassen:
1 Relais 1, Leistungsklasse | Relais 2, Leistungsklasse |
. Relais 3, Leistungsklasse |
Alle Angaben in kW B9 Relais 1, Leistungsklasse I Rolais 2, Leistungskiasso I
Relais 3, Leistungsklasse Il Relais 4, Leistungskiasse Il
Relais 1, Leistungsklasse il Relais 2, Leistungsklasse Il
e B19. Relais 3, Leistungskiasse Il Relais 4, Leistungsilasse lll
Strahlung: Adressierungsebene C + D
encrgio

Association between relay# and power reduction

100% keine Reduzierung (K1)
60% Reduzierung auf maximal 60% der Leistung (K2)
30% Reduzierung auf maximal 30% der Leistung (K3)
0% Reduzierung auf 0% der Leistung - keine Einspeisung méglich (K4)

Telegrams share a commmon header & trailer,
but inner contents follow different standards

Message payload (n-bits)

Repeated length EVU address (16bits)

Length Control C+A+PD
Telegram
structure e -
(DIN 19244) =)

Protocol? . : . .
Telegrams with address zero are sent every 10 seconds with slightly changing content
Sequence #

68 68 9 6 18 49 16 } Likely contains time info J_OUFfirst target!
68 68
68 68

j|» Switching commands?

Retrans- 68 68 2 00 1 4 00 0d 00 19 20 9a 00 78 16} Unencrypted data
mission 68 68

I—» 68 68

68 68

8 dc 10 od 4e 16 } Encrypted data

j|» Similar, but one is longer

This attack can be used to disconnect real
photovoltaic systems from the grid

:
] ;_;] ‘
ll [:
I
(e




BlinkenCity: Radio-Controlling
Street Lamps and Power Plants

Three conditions need to be met to
cause grid instabilities

Now, radio ripple control telegrams have been reversed: is that sufficient to cause a blackout?

We are not experts, but we imagine that at least these 3 conditions have to be met:

A large enough
amount of power
has to be involved

~

How much power
is controlled via
radio ripple
receivers?

How much power
would need to be
taken away to
cause trouble?

The radio control
signal has to be
overcome/hijacked

~

Two options:

Overpowering EFR signal with
antennas in multiple areas. This
seems not an easy task, but we
will do a feasibility study on it

Gain control of EFR's
transmitters, either by hacking
their IT infrastructure, or by
physically breaching into the
tower sites

Optimal timing
has to be
chosen

-~

Some elements can affect
the damage produced by
the attack:

How utilized are the
controlled plants?

Is there any real-time
information about the
current grid status?

p -

Multiple deployment strategies can be leverac
to create a network of decentralized transmitt

How to overpower EFR transmitters?

Our calculations (together with a
longwave expert) suggest that with:

+ 550m antenna
* 10kW radio amplifier (~500€)

« 10kWp power station (~100€/day)

« 300km distance to EFR tower

the legitimate signal can be sufficiently
overpowered within 70-240 km

Jammed [l Hijacked

Antenna mount option

High
floor

Balloon

Trailer
with
mast

Atall building from
which one can
drop a cable

Kite models
designed for aerial
photography (KAP)

Tethered weather
balloons filled up
with helium

Heavy duty
commercial or
custom drones

Civil or military
trailers with a
telescopic mast

Length

50-150m

Full size
(550m)

Full size
(550m)

Full size
(550m)

Price (€)

100

10K (used)
200K (new)
60/day

Our estimate is that 40 GWp of supply and
20 GW of load are controlled with FREs

We collected and correlated information from various sources to estimate FRE-controllable power

*| [Em— . From

MaStR . =" To 2 3

Marktstammeatenvegiter

s
Datendownload
die Funkrundsteuertechnik angesprochen?
B Gesamtdatenauszug vom Vortag.
< 10 kW: ca. 500 Anlagen; Leistung ca. 1.4 MW
>10 kW —30 kW ca. 2.200 Anlagen; ca. 25,4 MW/
>30 kW — 100 kW: 5.409 Anlagen; 294 MW/

© DoicadDaten 212220324 k8) [l © Bescviungdes Expos 2201 2:0K8)

Subject Steuerung von EE-Anlagen Uber FRE be! (NN

3. Wie setzt sich dieser zusammen? Also wie viele Gigawatt werden pro
Energieart und KraftwerkgroRe (<10kW, <100KW, <1MW, <10MW, >10MW) iiber

A1

J \

|
Power generation

I
Energy loads

Estimate! Estimate!

Solar (<30kW): 4 GWp
Solar (30-100kW): 10 GWp
Solar (>100kW): 6 GWp (?)

Wind: 20 GWp (?)

(extrapolating only the 5 wind production
companies that were mentioned with numbers by
EFR, unconfirmed if FREs are still in use)

Estimate!

Night storage heating: 10 GW
Heat pumps:
Wallboxes:

The overall controlled load is hard to estimate exactly, but it is a significant portion.

For comparison, Germany has ~70 GW peak energy usage and 250 GW of installed production.
(This estimate does not consider energy types other than solar/wind and countries other than Germany)

Fixed
location

Requires
wind

Helium
refill, low
wind

Short
operational
time

Slow to
move,
availability




BlinkenCity: Radio-Controlling
Street Lamps and Power Plants

Takeaways

Cities with radio controllable street lights can
be turned into cool art installations (if allowed)

Radio ripple receivers can be locally abused for
fraud (tariff switching, no power limitations)

' Compromising receivers at scale could result in
grid instabilities and potentially blackouts

2%e IMSys rollout should speed up to replace radio
@ ripple control devices in large power plants

=) Ingeneral, all legacy systems need scrutiny by
EQ secu rity experts, so go and find the next one!

Our wish, if you're on the receiving side: Collaborate with
good-faith researchers instead of threatening to sue them




Breaking “DRM” In Polish Trains
[10][15]

Recap: the story so far rujer
- Trains have to be serviced
- KD and their 11x 45WE ) )
B U Recap: the locking mechanism

- Public tender for P3.2 service

- SPS Inowroclaw - Inactivity detection

- Something is not right - Serial number checks
- Geolocation lock
- Date checks

- Secret key combinations to unlock the trains
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Breaking “DRM” In Polish Trains
[10][15]

Finding the culprit
CAN all the way down

All communication performed over CAN/CANopen.
Power Converter Inverter

What's the difference between a working and locked up train?

Controls

Train CANopen traffic

45WE-022 Working  ID: 0x0212
Payload: 01 1f 0b Ob 0b O0b 52 00
Sent by CPU on CAN1

45WE-023 Locked up ID: 0x0212

Payload: 01 0f 00 00 00 00 52 00
Sent by CPU on CAN1

Lockup mechanisms: ‘Compressor failure’ Logkatp meghanisms: force power to 0

WTB
Input

Throttle

Secondary kind. Found only in a single Polregio train.

Check Bit

Updates Check Bit m Gated
Cold Start
Updates Check Bit
Battery “ Sor

| Two-way Pantograph

- . valve
Primary Main Pressure

Compressor Tanks
CANopen Inverters

Power
Converter

3kVDC

Note: this is still simplified



Breaking “DRM” In Polish Trains
[10][15]

Lockup triggers: Lack of movement + geofencing Code sample: Compressor failure SHAzsg, o regio ED78

ede2aef90£553

74b03acdlal6

[-..]

checkl = 53.13845 < varl && varl < 53.13882 && 17.99011 < var2 && var2 < 17.99837; é718]].7get7currentftime(cur‘ftime); r_trig_odo->CLK = 1000000 < reg_odometer_km;

check2 = 53.14453 < varl && varl < 53.14828 && 18.00428 < var2 && var2 < 18.00555; sr->SET1 = 21 <= cur_time->day R_TRIG(r_trig_odo);

check3 = 52.17048 < varl && varl < 52.17736 && 21.53480 < var2 && var2 < 21.54437; && 11 <= cur_time->month trigger_lock = r_trig_odo->Q

check4 = 49.60336 < varl & varl < 49.60686 &% 20.70073 < var2 && var2 < 20.70840 && 21 <= cur_time->year lo; || (car_?_udpcan_input.lock_train & 1)

&& (var3 & 1); sr->RESET = ton_reset->Q; || me->is_date_after;

check5 = 53.10244 < varl & varl < 53.10406 && 18.07817 < var2 && var2 < 18.08243; SR(sr); rs_lock->SET = trigger_lock;

check6 = 50.12608 < varl & varl < 50.12830 &% 19.38411 < var2 && var2 < 19.38872; me->is_date_after = sr->Ql1; RS(rs_lock);

check7 = 52.77292 < varl && varl < 52.77551 && 18.22117 < var2 && var2 < 18.22724; [...1 me->is_train_locked = rs_lock->Ql;
rs_lock2->SET = trigger_lock;
rs_lock2->RESET1 = ton_reset->Q;
RS(rs_lock2);
NVRAM_lock_enabled = rs_lock2->Q1;
[...]
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https://media.ccc.de/v/37c3-12142-breaking_drm_in_polish_trains
https://web-assets.esetstatic.com/wls/2017/06/Win32_Industroyer.pdf
https://www.pv-magazine.com/2022/03/01/satellite-cyber-attack-paralyzes-11gw-of-german-wind-turbines/
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2014.pdf?__blob=publicationFile
https://fahrplan.events.ccc.de/congress/2024/fahrplan/media/38c3/submissions/HSNZGR/resources/20241228-BlinkenCity-38c3_53qew19.pdf
https://media.ccc.de/v/38c3-blinkencity-radio-controlling-street-lamps-and-power-plants
https://fahrplan.events.ccc.de/congress/2024/fahrplan/media/38c3/submissions/HTWLCG/resources/38C3_-_Weve_not_been_trained_for_this__life_after_the__l2nzRjV.pdf
https://media.ccc.de/v/38c3-we-ve-not-been-trained-for-this-life-after-the-newag-drm-disclosure
https://ruter.no/en/ruter-with-extensive-security-testing-of-electric-buses
https://www.sciencedirect.com/science/article/pii/S1874548224000684
https://www.sciencedirect.com/science/article/pii/S0029801822012720
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00115.html

Otazky?

ReSeni separace v systémech? — PikeOS

Déekuji za pozornost!
rudolf . marek @ sysgo.com
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PikeOS
vyvijeny firmou SYSGO

Separace Systému
s PikeOS PR

0s1 API 2 RTE 3

PikeOS

Hardware

Real-time operacni systém, hypervisor

prostorova i ¢asova separace nezavislych kontejneru

Ruzné kriticky software soucasné

Mikrokernel

modularni, rozumna komplexita
zdrojovy kdéd neni velky
certifikovany - DO-178B, IEC61508, EN50128

certifikovatelny - DO-178C, 1S026262, IEC62304, CC
EAL 5/6
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PikeOS

Separated resource partitions

* Operacni systém

. yi \" N\
— Hard real-time
) Guest Guest
- Embedded / Mikro - S Runtime PikeOS
g 9 Environme Native
ystem

nt

- Preemptivni

* Partitioning |/ Separace PikeOS System Software
* Separované kontejnery (partitions)
* Programy bézi garantované nezavisle ASp oo
* jiné operacni systémy mohou bézet v ramci partitions

* Hlavni principy bezpecnosti _

* Moznost provozovani rlizné kritickych systému najednou
* Certifikovany / telny

PikeOS Separation Microkernel

PikeOS
RTOS and Hypervisor v jednom!

SYSGO

=l EMBEDDING INNOVATIONS

© SYSGO AG




PikeOS - separace prostorova

* Staticka alokace systémovych zdroju Separated resource partitions

* Aplikace maji garantovan pristup ke
zdrojlim ve vlastni partition /l\
* Aplikace nemohou pouzivat zdroje £ i -
jinych partition

v . s - . . Guest Guest :
* Nefuncnost jedné partition neovlivni Operating RUNtime PikeOs
dalsi System Environment ative

* Ochrana paméti s pouzitim MMU

* VSechny partition bézi oddélené jako PikeOS System Software
uzivatelskeé procesy

PikeOS Separation Microkernel

ASP PSP

SYSGO

=l EMBEDDING INNOVATIONS

© SYSGO AG




PikeOS - separace ¢asova

Staticka konfigurace toho co kdy a
jak dlouho pobézi

20 tpicks 10 tpTicks 30 tpicks

Deterministic Hard Real-time 40 tpTicks

* Nejrychlejsi doba odezvy
* Mozné vlakno s nejvySssSi prioritou
Linux A563 POSIX Native

Nejlepsi vyuziti CPU
* Time Partition ‘O’

* Vlakna s nejvysSi prioritou mohou byt

uprfednostnéna pred jinou partition PikeOS System Software
* Vlaknas nIZk,OU pr.IC.)I’I'[OU mob? k_),ezet, PikeOS Separation Microkernel
pokud ostatni partition nevytezuji cely Time Partition Scheduler
processor
ASP PSP

S e
SYSGO

=l EMBEDDING INNOVATIONS

© SYSGO AG
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