Prumyslova spionaz

MU0zete riskovat ndbor lidf, o kterych nic
nevite?

JUDr. lvan Moroz, MBA

Grant Thornton AdVISOI‘y k.S. “Norton! Mcafee! How did you NOT detect this as a
+420 603 476109 threat? You're both useless, you know that?”

ivan.moroz@cz.gt.com |



Presouva se do online prostredi,
které s sebou prinasi spoustu
benefitd, ale i prilezitosti

pro podvodniky.

Nové technologie a online Krize strida krizi, které trh
nastroje se objevujl kazdy den, préce nenechajl bez dopadd.
jsou dostupné doslova COVID se témeér vytratil, ale
za par korun a uzivatelsky tak nahradila ho valka na Ukrajiné.
jednoduché, ze je umf pouzft Rostoucl inflace a ekonomicka
témer kazay. krize dostava firmy do

finan&nich potfZf. Vliv na
soucasné zameéstnance Ci nabor
budoucich je nevyhnutelny.

Nové regulace a narizeni,
jako tfeba pfichazejicl CER,
NIS2, musime implementovat
do n&borovych proces(,
jinak riskujeme pokuty nejen

od (radd.



Evropska regulace zamysli posilit odolnost kritické (informacni)
infrastruktury ¢lenskych statu také novou pravni Gpravou

NIS2

Directive on Security
of Networks and
Information Systems

CER

Directive on Critical
Entities Resilience

Kriticka
infrastruktura

Posileni kybernetické
bezpecnosti a odolnosti
evropské informacni
infrastruktury v kontextu
aktudlnich hrozeb a zranitelnosti

Posileni odolnosti subjektu
provozujicich kritické sluzby
anebo infrastrukturu v
kontextu aktualnich hrozeb
a zranitelnosti

Nova legislativa zdesetinasobi pocet
regulovanych subjektu na cca 6-8000



Covid-19 a valka na Ukrajiné maji obrovské dusledky pro souc¢asné
Fizeni lidskych zdroju - denné se objevuji nové hrozby

Estimated number of refugees from Ukraine recorded in Europe and Asia since February
2022 as of May 9, 2023, by selected country

Search Records: 13 o | *

a

War Weighs o Jobs — Country Asnfdaz‘em - Numbernlreiugeeszxgz - -

European job growth stalled with the war in Ukraine S0 15360 |y

/ Growth trend Job postings German, ol o6
o - Czechia 4130/23 516,100

HIRING TRENDS AMID COVID-19 60% change from Feb. 2020 —
Spain 5/8/23 175,962

Italy 4121/23 175,107
// France 1031122 118,994

) of senior managers hired new full-time or = e Slovakia 114,628

53% temporary staff remotely during the pandemic RUSSIA invades Moldova 107,645
: Ukraine

Romania 97,085

Of managers who hired: 96,766

1/26/23 95,874

@ 75% Conducted remote interviews and

Netherlands 2/10/23
onboarding sessions. )
Nov Ireland
61% Advertised fully remote jobs. 2021 Lithuania
Source: Indeed Belgium 512123 71,446
0 60% Expanded their search geographically Bloomberg o o e

to access a wider candidate pool.

5/5/23 65,601

60% Shortened the hiring process. Portugal 82 m||||on refugees
Sweden

57% Increased the use of temporary Bulgaria An ongoing refugee crisis began in Europe in late February 2022 after

professionals. Filand Russia's invasion of Ukraine. Over 8.2 million refugees fleeing Ukraine
Norway have been recorded across Europe, while an estimated 8 million others
1 . Denmarl had been displaced within the country by late May 2022.
e [ Robert Half o P el Y
Showing entries 1 to 25 (44 entries in total) | wikipedia.org

https://en.wikipedia.org » wiki > 2022-present_Ukrainia

2022—present Ukrainian refugee crisis - Wikipedia

Pricemz podniky nejsou na novou situaci
pripraveny, pouzivaji zastarale nastroje a
procesy



Zavislost na dodavatelskych retézcich je jednou z nejvétsich hrozeb

Obory, kde zaméstnanci
nejcastéji pracuji '"'na dalku"
- Informacni technologie

- Digitalni marketing

- Péce o zakazniky

Nejcastéji outsourcované pozice

a obory
> 320/0 280/0
Administrativni ] <
X Informacéni technologie
outsourcing
11% 15%
» «

Finanéni sluzby
14%
>

Obchod a marketing

Persondlni sluzby

Vétsina outsourcovanych pozic a zaméstnancu
na full-remote praci patii mezi kritické
(pFistupuji k citlivym datum a systémum).



Svérit firemni a klientska data komukoliv bez kontroly
duvéryhodnosti a integrity je hra s ohném

Novinky.cz

Hlavni stranka » Ekonomika

Témé¥ polovina Cechti by klidné ukradla firemni data

Kviili moznému osobnimu prospéchu by pfiblizné 40 procent tuzemskych zaméstnanct zneuzilo
firemni informace. S odcizenim citlivych dat se pfitom setka az 9o procent malych a stfednich firem,

vyplyva z prizkumu spole¢nosti Outsourcing Solution.

Firmy si musi d4vat pozor zejména na dokumenty se
strategickou hodnotou, jeZ jsou nejéastéji v ohroZeni.
Zhruba ve tfech ¢tvrtinach ptipadi hrozi riziko ztraty dat z
nedbalosti, naopak moZnost Gtoku zvenéi je vyrazné mensi a
pohybuje se kolem 35 procent.

5 Vzdy poctivi
_Hledej a logjdini viagi svému
zaméstnavateli. Na tyto
25% zaméstnance se miZete

stoprocentné
Pfimo motivovani spolehnout. Poctivi jen podle
podvdadét pro ziskani ocekdvani
nez_)p[(’iv:fr;fé vyghody 5 O 0/ ;ami_dodrz;;l{i etické
za jakgchkoliv 0 ranice podle
podminek nastaveni kultury ve

spolecnosti

Anketa

Ukradli byste firemni data,
pokud byste z toho méli
prospéch?

ANO

nY
§ .

28.3%

IZI
m

Celkem hlasovalo 3061 ¢tendru

Anketa

Ukradli byste firemni data, pokud byste z toho méli prospéch?

“Norton! Mcafee! How did you NOT detect this as a
threat? You're both useless, you know that?”

Celkem hlasovalo 12865 ¢tenaru.




IDENTITA
UCHAZECE

Identita uchazece

Dochazi k identifikaci uchazele

Zpravidla se ovéruje:

|[dentital!!

Pracovni povolen{

Povoleni k pobytu u cizince
Predchozi Ci stavajici bydlisté

Mozné zdroje:

- Databaze neplatnych dokladi

- Oveérenf kontrolnich &fslic dokladU
- Doklady o pobytu

- Zakladni registry

- BanklD a obdobné systémy



Slozitost a promyslenost podvodu s cilem ovlivnit vybérova
Fizeni roste s rozvojem a dostupnosti novych technologii
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# BARCLAYS fmertate 2% Barclays Bank RIGSPOLITIET

Total Visits (D Account
185.3K 09 Jan - 07 Feb 2022

John Doe Lee 30. January 2023
Last Month Change ®  sort Code 5412:01 page 10f2

* Account no. 12345678

27.29% ~
JOHN DOE LEE

Avg Visit Duration © 10 HUTON GARDENS F—— CRIMINAL RECORD CERTIFICATE
-04: " HARROW ccount number:
00:04:59 1 HA3 6RA SCOTTISHPOWER 17509346 315
Sounee fae Actual meter Denys Emil Los
35.91% reading used
V5.0006072020 _—
3 . Danish person number: 080685-1795
Pages per Visit O Your Barclays Bank Account statement Josnooe ) Actionrequired
APART 22
3 WOODBROOKE GROVE . . i E N = = .
3.16 Current account statement BIRMINGHAM Here to help is not registered with any convictions in the Danish Criminal Records in accordance
B312FP s with Section 11 of the ministerial circular regarding the use of personal information
WWW.SCO!(IShPOWEI’.CD.LI . + i .
9 similarweb GRS recorded in the Danish Criminal Records Registry.
> Overdraft charges during the Coronavirus situation
i 0800 027 0072
If you have an arranged overdraft which you have been using recently, any interest charges
detailed below will reflect the concessionary measures we've put in place to support during the Monday to Friday: 8.30am - 7pm
Coronavirus situation. More details on these measures can be found at Saturday: 8.30am - 1pm
www.barclays.co.uk/overdrafts. S—— : e
Your transactions Supply address: APARTMENT, 3, WOODBROOKE GROVE, BIRMINGHAM, B31 2FP Lostpower?  Call free: 105 (24hr
Gender Distribution A [ Debit Card W Online
deidi . —«’/ g
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ Date Description Money out Moneyin__ Balance Your final elect y bill for: 10 November 2022 - 10 December 2022 ////f/_’_’___
9Jan startbalance 7047 Your current tariff: Standard - Monthly bill =
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ 12Jan W Deposit at Barclays Sheffield 32 - 540.71 611.18 Thorkild Fogde
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ Ref: 100017 Your amount to pay Please pay by Your last meter readings National Commissioner of Police
Electricity 10 Dec 22 Night 47716
17Jan W Payment toT-Mobile - 12194 48924 £72.93 indevit 04 January 2023 Becriay 100ecss Dy 60702
43388222282 R im0
Your last bill (debit) 8091 You can pay via (A)=Actual | (E) = Estimated | (5) = Sma
228282828232323232 o Gt s oot B B v, _ _ vy A ]
S/Mkts Your new costs 72.93 YourEnergy App, our 24hr automated Issued in pursuance of Section 11 of the Danish Ministry of Justice Circular regarding the use of
8 & & 8 8 8 8 8 8 8 7Feb  End balance 452,66 payment line on 0800001 5115 or by Bank personal information recorded in the Danish Criminal Records (cf. the following page).
Giro.
4838238288828 R e ——
8 8 z 8 8 z 8 8 8 8 0 Could you pay less on a different ScottishPower tariff?
L] Female L] Male We've looked at your current tariff to see if there's a cheaper one available with similar features.
34.48% 65.52%
= Bestillings ID: 5906953
Our cheapest Offiine Save 2100 par
Al chespe 100 per year
e tanty @ variable with Standard Single Rate POLITI
/\ Monthly standing Order
You may also be able to save more with our cheapest overall tariff.
Barclays Bank UK PLC. i i 9 Authority Our cheapest A\ online Save £49.75 per year
P e Dk P cevion EVA S overalltaiif A\ Fixed with Saver August 2021
/\ Monthly Direct Debit M

Remember, you can move between our tariffs at any time without paying exit fees - simply visit scottishpower.co.uk or call 0800 027 0072.
Subject to availability. Different terms & conditions may apply. ‘See section 2 for more details.

Thank you for being a ScottishPower customer Thisis not a tax invoice
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Client Due Diligence Repor

Passport
First Name
WHITE
Last Name
JAMES
Gender
Male

| [SIETIETE Eirelireland/Iriande

i IRL PD2456999

1 SLOmNE/SuaNAME oM

JAMES

1980-02-13
Country of Birth
Ireland

9
<]
]

T TUBAINN (NEACHA) FORENARK(S)

Address Line 1 WHITE ]
Address Line 2 EIREANNACH/IRISH .......13.FEA/FEB 1980

I M BALE ATHACUATH/DUBLIN
Town/City 15 NOL/D?E.E.%?—.:« 14 NOL/DEC 2029

County

Country 2

reland
Post Code

Manual Checks Passed

Facial Comparison

D Security Features

oOlele

Proof of Address

Email

Met in Person

Technical Checks Passed

donal @trustmatic.io
Mobile Number Country Code
+421

Passport Facial Comparison ° Mobile i e Di|igence Report
Liveness Detection ° 908500895 Passport
MRZ Match ° asspartexpliyicate First Name.
2029-12-14 I
T S [ 202924 ] EVZEN
Tax ID Last Name
Driver Licence Interrogation o

o
3
2
8

PSTRUHAR

Address Verification Account ID

Male
®Ves ONo Business Representative

Petr Moroz

9
s}
®

1984-04-26
[T
Czech Republic
Address Line 1

Submission 1D:2173158 Completion Date: 19/11/2022 Address Line 2

Town/City

County

Country
Czech Republic
Post Code

Manual Checks Passed

Facial Comparison

ID Security Features

Proof of Address

Olele

Email

Met in Person

Technical Checks Passed

p.moroz@me.com
Mobile Number Country Code
+420

Passport Facial Comparison ° Mobile
Lveness Detecton .
MRZ Match ° Passport expiry date

.
Passport Interrogation L Tax ID
Driver Licence Interrogation o
Address Verification [¢) Account ID

®ves ONo

Business Representative
Petr Moroz

Submission D:2104340 Completion Date: 14/10/2022 Completed by: Real-Time Decisioning
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BRNENSKY

Wy (Vyoerte denik $] Vyberte si sviij regionaini Denik denik.cz Zprévy z CR a ze svéta »
Volby do poslanecké snémovny na JM

' € : & E TV Program g‘m na mista

Zprévy Bmo Kufim  Dalsi mésta .| Sport Cemnd kronika  Kultura  Zregionu Ekonomika Hledat

Seridly Rozhovory Miminka Tipliga Online rozhovory Spoledenska rubrika NadraZi Brno Kralovopolské tunely Vystava Komety Chovame se odpovédné

SKOREROWNOSTE:  Obhaji Roman Onderka post primatora Brna?

DALST CLANKY Z RUBRIKY

Tofliv gang: sménka ve spisu chybi, pfiznal soud

Muz a Zeny se obohatili dotacemi na neexistujici
spolecnost

Manazer prodaval konkurenci tajné
dokumenty byvalého séfa

6.5.2013 16:57

Brno — Za ¢tyfri miliony

prodam interni dokumenty Hernu v Brné prepadl rodinny gang, s nozem
svého byvalého v ruce
zaméstnavatele. E-mail —
5 Se zlomenou stehenni kosti ¢ekala ztracend
s takovou nabidkou poslal i "
pred dvéma lety
CtyfiatFicetilety Brilan Marek Pervitin miadici vafili v domé& po dédovi
Fiala dvéma konkurenénim
t firmam. K obchodu nedoslo.
2 . NEJCTENEIS] NEJDISKUTOVANE)S]
skymysoudem. Autors DENIK/Attila
238 SMS jizdenku si prvni den koupilo pfes sedm set
V pondéli zacal jeho pripad fesit Krajsky soud v Brné. Za poruseni autorského prava mu hrozi & lidf
az osm et vézeni. PoSkozend brnénska firma vyvijejici informacni technologie Y soft po ném
navic 74d4 ndhradu mozné Ekody Zestadedesat miliond korun. Skola od Jurkovite chétrd. Mésto chce pamitku

prodat

Fiala u spole¢nosti pracoval ¢tyfi roky jako manazer. ,Pred tim, nez koncem roku 2010 ode3el,
zkoplroval dﬁvérné mformace, dokumenty, manuély, faktury i zdm]ové kédy fi rmy V dubnu

Prikryl se zbavuije lidi, tvrdi kritici




VZDELANI A

KVALIFIK ACE Dochazi k ovéreni informaci o kvalifikaci uchazece
Zpravidla se ovéruje:

- NejvySsi dosazené vzdeélani

- Kvalifikace na zakladé odbornych kurzd

- Certifikace uchazece

Vzdélani a kvalifikace

Mozné zdroje:
- Konkrétni vzdélavaci instituce
- Databaze vydanych diplom( a certifikatd
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PROFESNI
HISTORIE

Profesni historie

Dochazi k ovéreni informaci o profesnich zkusenostech
a charakterovych viastnostech kandidata

Zpravidla se ovéruje:

- Zaméstnanf (od-do, pozice, typ PP, ddvod ukondcen)
- Osobni reference od validnich referujicich

- Existence "hluchych obdobi”

- Prodlouzend zaméstnani a zamlcenf kratkych Gvazkd

Mozné zdroje:

- Payroll systémy

- HR predchoziho zameé&stnavatele

- Smluvni dokumenty

- Referenénf osoby — po validaci jejich kontaktd



Jak slozité je tedy vytvoreni nové identity?
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We understand the difficulty of a landing a dream job with gaps in employment history and
poor references. That's why we decided to help the people with those problems with high-

-

quality employment references.

READ MORE

Plus Premier
Don't need a package? Take a look at our & la carte services.
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*Note: The Bronze and Silver plans apply to either new customers or customers who have not had any We're Online!
How may I help




Neidentifikované riziko znamena jeho nerizenou akceptaci
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,Na riizné podvody jsme zvykli, falesny videohovor byla ale premiéra,” popisuje
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KREDIBILITA A
BEZDLUZNOST

Kredibilita a bezdluznost

Cilem ovéreni kredibility a bezdluznosti je véas
identifikovat rizika a prijmout adekvatni kontrolni
opatreni k jejich Fizeni

Zpravidla se ovéruje:

- Exekuce na kandidata

- Insolvence kandidata

- Nedoplatky a dluhy vdc¢i statu

- Schopnost splacet své financni zavazky, predluzenost

Mozné zdroje:

- Bankovni/Nebankovni registr, SOLUS, jiné databaze
- Insolvencnf rejstiik, Evidence exekucft

- Soudy









PODNIKATELSKE Cas na praci pro svého zaméstnavatele, nebo naopak

AKTIVITY A vyuziti zaméstnavatelova vybaveni pro viastni

STﬁETY y 4 A'JMO podnikani? Preferovani vlastnich zajmui na ukor
zaméstnavatele?

Zpravidla se ovéruje:
- Podnikatelské aktivity

- Ueast v orgdnech obchodnich spole&nosti, spolkd,
* Podnikatelské aktivity a asociaci

stiety zajmu

Mozné zdroje:

- Verejné reqgistry a rejstriky

- Medialni analyza

- Parovani zaméstnanci vs dodavatelé (bankovni Gcty...)




Clovék, ktery k VAm neni upfimny je élovék, kterému

TRESTNll nemuzete vérit
BEZUHONNOST

Zpravidla se ovéruje:

- Existence zdznamd v rejstiiku trestd

- Zaznamy ze soudnich jednanf

- Zahrani¢ni rejstriky a registry / databaze

Mozné zdroje:

Rejstrik trestd

Soudni systémy a databaze

Mezinarodni trestni databaze

Databéze osob v patrani (PCR, Interpol, blacklisty)

* Trestni bezihonnost




Muzi, ktery pod faleSnou identitou podvadeél v muzeu,
vymeéril soud 11 let vézeni

FaleSnému ekonomovi Vladimiru
Prokopovi vyméril soud trest 11 let ve
vézeni s ostrahou. Prokop loni utekl z
vézeni a pod cizi identitou ziskal
zaméstnani v Narodnim zemédélském
muzeu v Praze, odkud vyvedI skoro 10
milion korun na své Ucty.

Z vézeni pry utekl, protoZze se mu styskalo po
matce. A protoze méla dluhy, rozhodl se ukrast  narodni zemédélské muzeum v Praze
miliony. Foto: Google Street View

Tak alespon mnohokrat trestany Vladimir
Prokop policii zdtvodnil, pro¢ ukradl doklady muze jménem Libor Liska, padélal vysokoskolsky
diplom a nechal se zaméstnat v Narodnim zemédélském muzeu jako hlavni ekonom.

,Nepusobil suverénné, ale plsobil relativné zasvécené. Samoziejmé daleko lepsi by byl
pracovnik, ktery ma primo praxi v prispévkove organizaci, ale to byly bohuzel jen ty dvé ostatni
uchazecky, které to odmitly,” Fekla u soudu byvala feditelka muzea Eva Balastikova. Pochybnosti
pry zaCala mit, az kdyz na zaméstnance prislo 40 exekuci.

V té dobé uz se Prokop zfejmé znal s Lenkou Holubovou, kterou na oko zaméstnal jako
asistentku. Praveé pres ni mél penize z rozpoctu muzea vyvadét.

.Na jeho pokyny jsem zaloZila ucty a provadéla prevody, vybéry a ty penize jsem predavala.
Vzdycky jsme si nékde dali sraz, nebo si pro to pfijel blizko mého bydlisté na zastavku,“ popsala
Holubova.




Vybudovat divéru muaze trvat dlouhé roky, ale ztratit ji

REPUTACNI je otazkou okamziku
RIZIKA

Zpravidla se ovéruje:

- Vergjny profil kandidata

- Profil kandidata na trhu

- Chovani na verejnych socialnich sitich

Mozné zdroje:

- Diskrétni dotazovani

- Negativni databaze (tzv. adverse media)

- Mezinarodni sank<ni seznamy

- Watchlisty a jiné specifické databaze dle odvetvi
- Socialni sité

Reputacni rizika




Pfi nastaveni procesu je tfreba brat v potaz mnoho

NEOPOMENOUT! aspekt:

- Prenos dat

- Opravnénost zpracovani

- Lokalita screeningu (historie zaméstnance)
- Periodicita

- Archivace zdznamu pro audit

- Externi a interni normy

- Al? Profilovani?

- Sdilenf dat tfetim stranam




Scaut workflow - priklad

« Screening iniciovany klientem v ATS/HRIS (API)

* Vyhotoveni screeningu a potvrzeni automatickych kontrol
v platformé (totoznost, kredibilita, podnikatelské aktivity,
sankeni a jiné seznamy) v redlném case.

* Po prizvani kandidata vyhotoveni kontrol zameéstnani,
vzdélani, rozsifené kredibility (bankovni/nebankovnf
registry, financni a danové Urady, pfislusné soudy) a
bezdhonnosti

« Jednotlivé kontroly jsou ukoncovany v platformeé v
realném Case

« Uplnéd kontrola je obvykle uzaviena a zavérecna zprava

uloZzena do 3 dndl

sscaut

SCREENING REPORT

SCREENING AUTOMATED M +420 123 456 789 E info@scaut.com page 1
Part A
GENERAL
INFORMATION CLIENT ANON COMPANY, INC. BGC-ANO-9439
NAME OF ORGANIZATION REF. NR. OF BACGROUND SCRE
DATE 19.08.2022 X
GROER DATE ComPLE
CANDIDATE NOVOTNY PETR
ASTNAVE FIRSTNA
BORN 08.12.1989 MALE
ATE OF BT GEndER
TYPE ADVANCED
Part B
EXTENT OF
VERIBICATION SCREENING COUNTRY RESULT
ID CHECK cz [ ]
GLOBAL SANCTIONS, PEP INT CLEAR .
CRIMINAL CHECK cz ear @
EDUCATION: NEW UNI. OF THE HUMATIES N. NESTEROVA INT IDER
CREDIT BASIC cz CLEAR .
DIRECTORSHIP cz Lear @
EMPLOYMENT: MEMORY GATE AS. INT Lear @
EMPLOYMENT: RADIO FIND ME / RADIO STAR INT cLear @
Part C
SUMMARY OF
FINDINGS DESCRIPTION OF FINDINGS
X No discrepancies with CV identified Discre pancies wif ith CV identified
The educational institution doesn't exist any more. The education could not be verified

The candidate provided a copy of the diploma. Fraud checks run

with no red flags

"
5" scaut.com






