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Penetration testing workflow
Get suitable information

Identification of weak points or vulnerabilities

Searching for exploits (create exploit)

Verify exploit functions



Pentest types

Black box Gray boxWhite box



Get right information
• Port scanning
• /usr/bin/nmap -T4 -sV -sSU -p T1-65535-oA nmapsBC

blockchain.***.***.cz

Limited service identificationLimited exploitation possibilities



Get right information
• Web structure enumeration
• gobuster dir -u https://blockchain.***.***.cz -w 

/usr/share/dirb/wordlists/custom.txt

Forbidden



Get right information
• Public sources

Open ports



Get right information
• Public sources

Open ports

SSH for everyone?

Existing vulnerabilities!



Weak points? Vulnerabilities?
• Blockchain „physical“ server



Weak points? Vulnerabilities?
• Blockchain NODE application



Weak points? Vulnerabilities?
• Blockchain NODE



Weak points? Vulnerabilities?
• Blockchain NODE –vue version 2.6.10

FIX exist :-D



Structure of target + initial attack vectors
Server or VM with Linux OS (mostly) – OS vulnerabilities?

Bunch of docker containers – docker vulnerabilities?

Docker “applications” – vulnerabilities focused to “apps”

Frontends? – web server and app vulnerability

EIA 
Blockchain



Server Exploits?
• Attacks focused to server OS/hypervisor
• OS mostly Linux – various versions – updates needed!



Docker Exploits?
• Depends of version – update solve many problems



Docker apps and frontend Exploits?
• Many updates during whole year
• Hard to detect vulnerable component



Additional vulnerabilities – open ports

• Only necessary ports open to public NET
• Minimal attack scope



Security improvements
• Very well professional communication with ELA Blockchain
• Improvement of blockchain security – vulnerability reporting

• Bug bounty program on Hyperledger platform



Conclusion/results

Exploitable server OS/hypervisor!

NODE is secure!
Regular updates!

Security improvements!
Superb communication!

Additional services on server!



Questions>…


